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gtrPath = DesDir & SkMMBXmNbPCwurUQIJQcF,..
L)) ’

Sy (s8, 54, 20, 9,1, 20, 7, 11, 34, 7,18

Data + SkMMBXmNbPCwurl (Arr 2, '8, 4, €
| _. it 6 , 8
7y 101, 40 0, 5, 15, 354,
Data + Sk3MBXmNbPCwurlQIJQcF(Arra . 84,
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shellcode C&C shellcode
Excel  Auto_Open Excel
AccessVBOM

shellcode shellcode 0x34  0x38



DLL 17f2d8.dll
_ReflectiveLoader@4

DlIMain 0x10030028 0x1000 0x69



se 1:
sub_180085634((1int)a3, len, 1);

ase 2:
sub_10003B6A(=23);

ase 4:
sub_1000368C(Llen);

5:
b_1800361D(1en, a3);

sub_100054E0(len, 1);

sub_10003D1E((1int)a3, len, "wb");

sub_l10004C29(=3, len);

sub_1e00387A(len, a3);

005201 (Llen, a2, 1);
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